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Asset Integrity management helps to put a pause to the major 
accidents that take place. It comprises of excellent design, 
construction and operating practices. It is achieved when 
facilities are structurally and mechanically sound and perform 
as required. Although the risk of major accidents can never be 
reduced to zero, a well-developed asset integrity management 
system can substantially decrease its probability of 
occurrence. This requires ways to improve risk and hazard 
handling as the danger present in everyday operations is 
evolving. There is a constant need to continuously improve 
implementation and existing methodologies in order to gain 
better efficiency and attain optimal operations in a safe work 
environment. This eBook will throw light on how to assess, 
treat, monitor and review risk and improve productivity and 
profitability through continuous improvement in safety 
management.

The development and implementation of structured Health, Safety and Management Systems (HSE-MS) have provided a 
framework to measure the occurrence and impact of risks and hazards. The substantial decrease in fatal accident rates as seen in 
the picture below proves the benefits that a systematic approach to risk management can offer.
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Topics to be Covered:

I. Asset Integrity Risks & Management
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2Asset Integrity Risk Management Process

1.
Building

The Context

3.
Risk Assessement

Risk Analysis
2.

Communication
& Consultation

This underpins 
the overall risk 
management 

process, should 
occur throughout 
the cycle and be 

two-way, as 
shown by the 

arrows
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every stage, 

feeding back to 
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based on 
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understanding
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entire process at 
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effective
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1. Building The Context

2. Communication & Consultation

3

i. Applicable Legislations

ii. Codes and Standards

iii. Key stakeholders like NGO’s, contractors, suppliers etc.

i. Risk Identification: Risk cannot be eliminated or controlled unless it is identified. This step is used to identify the potential harm 
to the people, environment, and assets. 

ii. Risk analysis: This step is used to assess the detailed consequences of an event. The event frequency can be estimated by risk 
assessment data.

iii. Risk evaluation: A wide range of risk reduction options are available for new design but not for existing designs. They include 
elimination, mitigation, control, recovery and prevention. Out of the above mentioned ways, the best way to deal with hazards is 
elimination. 

a.
Internal

Standards

b.
External

Standards

c.
Documents

d.
Stakeholder

Groups

i. Determine the style, frequencies, types, and content of communications on the basis of:

i. Corporate Risk management standards, their processes 
and targets.

ii. Governance systems comprising of internal 
organization and assignment of responsibilities 

iii. Internal capabilities including persons who operate, 
manage, and maintain the activities at the facility

a. External Factors: b. Internal Factors

3. Risk Assessment

i. It involves taking into consideration all the options and then deciding on the optimal combination to reduce the residual risk as far 
as possible.

ii. This step ensures that selected barriers are actually at place and not just on paper.

iii. A combination of both active (foam, blow down, emergency isolation valves, firewater) and passive (gravity drainage, open 
space, natural ventilation) is implemented to minimize the consequences of integrity loss and expedite recovery.

4. Risk Treatment

i. The understanding of associated risks and good practices will improve as an asset is designed, constructed, operated, 
maintained and modified.

ii. For effective asset integrity management, it is important to ensure that new knowledge, changes and selected barriers are 
considered and understood.

5. Monitoring & Review



Hazard is the beginning of any bowtie. Instances such as driving a car or dealing with hazardous substances are potential cases 
which can cause damage. The first step is to determine all the hazards that can take place. This is done by hazard determining 
processes such as HAZID. The Bow-Tie event principle is applied only for those hazards that have the maximum probability of 
causing extensive damage.

A. Bow-Tie Event Principle
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To understand the definition of risk and hazard and their implications is quite important. Hazard identification, risk assessment, and 
risk control procedures are three major things that can help prevent accidents. Companies need to not only develop efficient HSE 
procedures and process safety systems but also design effective parallel systems to keep uncalled disasters in check. But this is 
not sufficient. There are human errors, miscalculations, and unseen mistakes that can become big over time. These disasters need 
to be analysed critically so that they do not repeat in the future. Hence various analysis methods such as Bow-Tie event principle, 
Fault tree analysis, HAZID, HAZOP etc. need to be implemented. Let’s check the Bow-Tie event principle in detail.

1. Risk & Hazard Analysis

Risk &

Hazard

AnalysisI.
Risk

Reduction

MethodsII.
Topics to be Covered:

2 Key Pain Points of Process Safety Management:
An efficient Process Safety Management programme includes techniques to tackle the Technical elements on risk & hazard 
identification and perform hazard analysis. HSM managers should always check that the safety standards are met and there is no 
danger to the lives of employees working in such challenging situations. PSM engineers and managers should take care that 
process designs are designed efficiently and designated places are built appropriately. Also, maintenance engineers and managers 
should built efficient and speedy processes that can effectively deal with incidences of fatalities of workmen, in case such thing 
happens.

II. Process Safety Management 4
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b. Threats

Due to Distraction by 
Eating, Operating Phone 

etc. During Driving

Driving Under 
The Influence 

of Alcohol

Sudden 
Burst of Tire

Greasy Road 
Conditions

Driving A Car

Losing Control Over The Car

1. Threats are instances that are the reason behind “Top Event”. 

2. There can either be a single threat or many of them. 

3. Threats can include human error, weather conditions, equipment failure etc. but it’s a good practice to be too specific while 
describing the threat.

4. For example in the above diagram we can see the threats that can lead to losing control over the car. Distraction due to 
eating, driving under the influence of alcohol, sudden burst of tire, greasy road of conditions etc.

1. After choosing all hazards, the next step is to describe the “Top Event”. At this moment, there is no damage, but it is 
imminent.

2. “Top Event” is a choice. It depends upon the one documenting and analysing the hazard. 

3. The exact moment when the control is lost is subjective. But it is often reformulated after the rest of the bowtie has 
terminated.

4. As we can see in diagram 1, which consists of a sequence of hazards followed by their subsequent “Top Events”. For 
example, working at height is a hazard and its following Top Event is that a person falls from height.

a. Top Event

Inflammable Material
Inside The FacilityHazards

Top
Events

Working on Massive
Heights Operating A Car

Combustible Material is
Ignited

Person Plummets from
Height

Losing Control
Over The Car



1. Is greatly efficient for initial analysis of Process Hazard.

2. Guarantees identification of high probability and high consequence events.

3.  Is a collective implementation of high-level event trees.

4. Correctly represents the cause of a hazardous scenario event, possible outcomes, and the steps that can be taken 
to prevent such mishaps in the future.

5. On the pre-event side (left side), the identified scenarios are depicted which makes it easy to read and 
comprehend the threats, so that they can be mitigated even before they arise.

6. On the post-event side (right side), the probable outcomes are depicted which lets one to study the specific 
possible outcomes and plan for them in advance.

Benefits of Bow Tie Analysis:

c. Consequences

Crash into Other Car or 
Motionless Object

Crash into Deep Water 
Resulting in Confined 

Space
Vehicle Rollover

Driving A Car

Losing Control Over The Car

1. ‘Top Events’ leads to consequences.

2. Every ‘Top Event’ can have more than one consequence. 

3. While describing events, it’s better to focus on specific categories (car crash, formation of toxic clouds etc.) rather than 
generic categories (asset or financial damage etc.)

4. In the above flowchart we can see the consequences of a car crash. The car can crash into another object, drown in a 
confined space or the car can roll over and cause fatal injuries.

Now let’s discuss the benefits of the above state method.
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Risk Reduction Methods play a pivotal role in Process Safety Management. But for implementing the right safety methods, along 
with complete knowledge of general safety systems, role of audit and assessment need to be understood well. Also, Training and 
Development (T&D) including Emergency Shutdown Systems (ESD), Fire and Gas Systems (F&G), Safety Instrumented Systems 
(SIS), Safety Instrumented Functions (SIF), incident investigation and reporting in different forms in the workplace is what is 
needed.

Let’s study Safety Instrumented Systems (SIS) in detail.

72. Risk Reduction Methods

1. It comprises of an engineered set of software and hardware controls which are applied on critical 
process systems. 

1. Once the engineering design phase of each section of the process has been completed, a team 
of project engineers begin with the formal process of hazard identification.

2. SIS is often used to provide protection in the following three cases:

i. When the main fuel gas valve closes due to high fuel gas pressure.

ii. When the cooling media valve is opened due to high reactor temperature.

iii. When a pressure vent valve is opened because of high distillation column pressure.

3. The functional requirements and the safety integrity requirements of SIS can be 
determined from HAZOP, LOPA etc.

4. The functional requirements are verified through failure modes, effects,  criticality analysis, site 
acceptance testing etc.

2. The team performs a procedural review of each area of probable hazard. Such a detailed study 
is known as HAZOP study. 

3. This study contains details regarding the hazardous scenarios that need risk alleviating 
techniques, which can be achieved through Safety Instrumented Functions (SIF).

4. Integrity Levels (IL) are defined for the SIFs in their respective scenarios through approved 
methods such as Layer of Protection Analysis (LOPA).

5. The safety integrity requirements are verified through reliability analysis. But since this method 
does not address all factors, it is wise to have procedures and competence to circumvent, 
disclose, and correct SIS related failures.

Hazard Identification Process



1. When a dangerous condition occurs, a SIS is engineered to perform “specific control functions” to carry out specific 
functions of a process.

2. To ensure that SIS functionality isn’t compromised, the SIS system should not be dependent on any other control systems 
that exercise authority over the same equipment.

3. SIS comprises of logic solvers, actuators, and sensors etc. as Basic Process Control System (BPCS) 

4. Safety Instrumented Functions (SIF) are specific control functions that are performed by SIS. They are a part of the overall 
risk reduction strategy which eliminates risks ranging from small equipment damage to catastrophic accidents. 

Today, there are myriad programmes on Health, Safety, and Environment, but unfortunately, most of them are devoid of 
tools that can train HSE managers and engineers on how to improve safety skills, integrate risk and hazard reduction 
methods. This advanced workshop will help you apply techniques in process safety management and overcome the 
limitations and blocks to achieve optimal safety. In our 3 day masterclass, Ken Heap will teach you how to sail your way 
through the nitty-gritties of HSE, through real life case studies, presentations, exercises, and group discussions, to make 
you achieve HSE sustainability and assurance by identifying the gaps and addressing safety, operability, and reliability 
that are targeted to assure containment of hazardous materials and risks related to asset integrity and how to manage 
them.

System Design:

1. An SIS contains efficient sensors that have the ability to detect abnormal operating conditions such as incorrect valve 
positioning, high flow or level. 

2. To acquire the correct sensor input signal and generate probable decisions on the basis of nature of signals, a logic solver 
is required. 

3. The logic solver uses electronic equipment such as relays, programmable controllers, amplifiers etc.

4. Various extra support systems such as power supply and communication equipment are also needed. 

Equipment:

6. Once the IL rating of the SIFs and the HAZOP study recommendations are out, the engineering 
design for each unit operation is completed.
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i. Safety Integrity Level (SIL)

ii. Environmental Integrity Level (EIL)

5. There are two classifications of Integrity Levels (IL):
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